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INTRODUCTION

WHAT IS A PASSWORD MANAGER?

» Password managers do as titled; manage your passwords

» What separates them apart from other methods of storing
passwords is their encryption and their ease of use.
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COMMON METHODS OF STORING PASSWORDS

UC Davis Email: notmyemail@ucdavis.edu

Bank of America Password: TmBrOk3:(

Facebook Login: notmyemail@ucdavis.edu
Facebook Password: myotherdogsname1234
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WHAT'S WRONG WITH THESE 3 METHODS?

UC Davis Email: notmyemail@ucdavis.edu

Bank of America Password: TmBrOk3:(

Facebook Login: notmyemail@ucdavis.edu
Facebook Password: myotherdogsname1234







EVERYONE IN THE WORLD CAN LOOK AT THE SOURCE CODE OF
THIS PROGRAM AND CAN CONTRIBUTE TO MAKE IT MORE

SECURE.

OPEN SOURCE




YOUR PASSWORDS ARE ONLY WHERE YOU PUT THEM. YOU DON'T
NEED TO WORRY ABOUT A COMPANY GETTING HACKED AND/OR
REVEALING YOUR INFORMATION TO THIRD PARTIES.

NON-CLOUD BASED
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DUE TO BEING OPEN SOURCED, IT IS ALSO FREE TO
USE ON MANY OPERATING SYSTEMS

FREE FOR ALL




KEEPASS OVERVIEW: IMPORTANT DEFINITIONS

KEEPASS CONTAINER:
A SINGLE FILE TRAT ROLDS ALL OF
YOUR USERNAMES AND PASSWORDS
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MASTER KEY:
A SINGLE PASSWORD THAT LETS YOU
OPEN UP YOUR KEEPASS CONTAINER
50 YOU CAN GET TO YOUR OTHER

USERNAMES AND PASSWORDS.




KEEPASS: HOW IT WORKS

KEEPASS ENCRYPTS ALL OF YOUR PASSWORDS WITH HIGH LEVEL ENCRYPTION

» As long as you have a strong Master Key that you don’t use anywhere else,
you'll be very secure.

» AES-256 Encryption Algorithm

» As always, use a long passphrase with upper/lowercase letters, symbols,
numbers, and spaces to create the best possible Master Key.






POST INSTALLATION OF KEEPASS

KeePass

File Edit View Tools Help
L New.. Ctrl+N |

-

Open User Name Password

Open Recent

Close

Database Settings...
Change Master Key...
Print... Ctrl+P
import...

Export...

Synchronize

0 of 0 selected




@ Create New Password Database
— v N =l » ThisPC » Documents » Search Documents

Organize » New folder

A a2 ) - modific o
Amazon Drive Name Date modified Type

, Anki 11/16/2016 4:27 PM  File folder

o0 odrive _ S -
Custom Office Templates 7/12/20169:22 AM  File folder
@ OneDrive Dell Downloads 7/8/2016 4:21 PM File folder
GitHub 7/11/2016 2:59 PM File folder

CH This PC _
5 My Shapes 8/18/2016 2:26 PM File folder

Desktop

@ Netsparker 8/12/2016 11:13 AM  File folder
| Documents Virtual Machines 6/1/2017 8:20 AM '

< Downloads Visual Studio 2012 3/18/2016 2:2| File folder
J\. Music

»| Pictures

B Videos

‘e Local Disk (C:)

s ClickCracked (D: v

File name: | NewDatabase.kdbx

Save as type: KeePass KDBX Files (*.kdbx)

~ Hide Folders




KEEPASS: TUTORIAL

CREATING A NEW KEEPASS CONTAINER

Create Composite Master Key

Create Composite Master Key

C:\Users\Brian Mendonca\Documents\NewDatabase kdbx

Specify the composite master key, which will be used to encrypt the database

A composite master key consists of one or more of the following key Zwad®. All sources you specify will
be required to open the database. If you lose one source, you wil ¢ able to open the database.

283 bits

]
Create a new
plugin, it is als

y. [fthe Windows acc is lost, it will not be enough to create a new account with the same
user name and passwild. A complete backup of the user account is required. Creating and
restoring such a backup is not a simple task. If you dont know how to do this, dont enable
this option.

Help Cancel




@ Create New Password Database - Step 2

Database Settings

Here you can configure various database settings.

General Securty Compression Recycle Bin Advanced

Enter a short description of the

[ ] Custom database color:

Help Cancel




@ NewDatabase.kdbx® - KeePass

File Edit View
EP NewDatabase
) General
“\ Windows
./ Network
é9 Internet
j) eMail

‘. : 'L'

%5 Homebanking

0 of 2 selected

Tools

Help

2 E. Search...

Title

/ Sample Entry
4~ Sample Entry #2

User Name

User Name
Michael321

Password

L e

LS T




@ NewDatabase.kdbx™ - KeePass

File Edit View JTools Help
JDE - 2 & 1@ 5 .
& NewDatabase Title User Name Password &
) General '
;_'; Windows
) Network
9 Inte @ Add Group

_:'\ eM: @ Edit Group
%y Hor

LR S a e

/ Sample Entry User Name
/ Sample Entry #2 Michael321 s

Duplicate Group
Delete Group Del

Find in this Group...  Ctrl+Shift+F

Print Group...
Export...

Rearrange Move Group to Top Alt+Home

Move Group One Up Alt+Up
Move Group One Down Alt+Down

Move Group to Bottom Alt+End

KRS

Sort Direct Subgroups

Sort Recursively
0 of 2 selected

Expand Recursively

Collapse Recursively




Add Entry

Create a new entry.

Entry Advanced Propertties Auto-Type History

Title: UC Davis Kerberos Login lcon: /

PaSS'NOrd: SRR NNIRIRIYRIYRYYYYMTY

Repeat: SO NNIRNRIYRRYYYYYMTY

Quality: 233 bits

Notes: For UC Davis Login Pages

6/ 7/2017 12:00:00 AM

Cancel




@ NewDatabase.kdbx™ - KeePass

File Edit View Tools Help

Ao K€L U | €~ Search...
&5 NewDatabase ' User Name Password
I General

e R e —
“\ Windows et 9 il

.’ Network

#9 Internet
“\ eMail
@5 Homebanking

<

Group: General, Title: UC Davis Kerberos Login, User Name: brianmen, Password: ******** Creation Time: 6/7/2017 10:10:01 AM,
Last Modification Time: 6/7/2017 10:10:40 AM

Farlll Nauvic |l nnin Panec

1 of 1 selected Ready.




@ NewDatabase.kdbx™ - KeePass

File Edit View Tools Help
_._' I, El e« ~ _x', 'l | e Search...

7 NewDatabase | User Name Password
ﬁ General

_1_‘ Windows
./ Network

Ctrl+B
Copy Password Ctrl+C

j) eMail URL(s)

%5 Homebanking Perform Auto-Type Ctrl+V

Add Entry... Ctrl+|
Edit/View Entry... Return
Duplicate Entry Ctrl+K
Delete Entry Del

Selected Entries

Select All Ctrl+ A

Clipboard »
<

Rearrange »

Group: General, Title: UC Davis Kerberos Login, User Name: brianmen, Password:™ -, Creation Time: 6/7/2017 10:10:01 AM,
Last Modification Time: 6/7/2017 10:10:40 AM

Farlll Nawvic | nnin Panec

1 of 1 selected Ready.




@ NewDatabase.kdbx™ - KeePass

File Edit View Tools Help

_.Jl & = <€ - ;‘lj 'l ~:]J 2 - Search...
&5 NewDatabase ' User Name Password
) General

“A Windows
./ Network
#9 Internet
“\ eMail

®%5 Homebanking

Group: General, Title: UC Davis Kerberos Login, User Name: brianme ord: ******* Creation Time: 6/7/2017 10:10:01 AM,
Last Modification Time: 6/7/2017 10:10:40 AM

Farlll Nauvic ]l nain Panec

1 of 1 selected Data copied to clipboard. Clipboard will be cleared in 12 seconds.




@ NewDatabase.kdbx™ - KeePass

File Edit View Tools Help

A | | €2 v | €5 Generate Password... Search...

7 NewDatabase =2 Generate Password List...
I General
_i_‘ Windows
./ Network
€9 Internet Triggers...
"\ eMall

'. : 'L.

%5 Homebanking

User Name Password
TAN Wizard...

Database Tools

Plugins...

Options...

<

Group: General, Title: UC Davis Kerberos Login, User Name: brianmen, Password: *******, Creation Time: 6/7/2017 10:10:01 AM,
Last Modification Time: 6/7/2017 10:10:40 AM

FarlllC Nauvic | nnin Panec

1 of 1 selected Ready.



Here you can configure the global KeePass program options.

™ Secuity [Z] Policy [ Interface Integration % Advanced

ata’sn

[ ] Lock workspace after KeePass inactivity (seconds): 300

[ ] Lock workspace after global user inactivity (seconds): 24(
Clipboard auto-clear time (seconds): 12

[ ] By default, new entries expire in the following number of days: |C

Options
[ ] Lock workspace when minimizing main window to taskbar
[ ] Lock workspace when minimizing main window to tray
[ ] Lock workspace when locking the computer or switching the user
[ ] Lock workspace when the computer is about to be suspended
[ ] Lock workspace when the remote control mode changes
[ ] Exit instead of locking the workspace after the specified time
[ ] Always exit instead of locking the workspace
Clear clipboard when closing KeePass
[ ] Use Clipboard Viewer Ignore’ clipboard format {not recommended)

Cance







» WINDOWS

» MAC0S X

» IPHONE 105
» ANDROID 05
» LINUX

KEEPASS APPS



/ \ KeePaSSXC ™ The Project < Download M Blog © Docs/FAQ % The Team

&/

- ..—l_ e . |

@ Download for Mac ©® Learn More B3 Donate on Flattr




» GooglePlay  Ssearch
& Apps

My apps
Shop
KeepassZ2Android Password

Games _ | Safe

Family - e
Philipp Crocoll (Croco Apps) Tools *hhkhd 16048 2

Editors’ Choice © Everyone

[his app is compatible with your device.

Add to Wishlist u

Account

Redeem EEEEEETTTEa O

Buy gift card

eMall
My wishlist

General

My Play activity

Parent Guide Homebanking

niemet

Network
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KEEPASS2ANDROID SAMPLE

Bample Entry

= User Name
[

http://keepass.info/

Notes

ZUSATZLICHES FELD HINZUFUGEN

q n 3 k o I 3 | DATEIANHANG HINZUFUGEN.




‘ IPhone Music

iTuneS PfeVIQW Overview Music Video Charts

MiniKeePass — Secure Password Manager View More by This Developer
By Flush Software, LLC

Open iTunes to buy and download apps.
Description
MiniKeePass |
Flush Software, LLC Web Site » MiniKeePass Secure Password Manager Support )

What's New in Version 1.6.3

Y

Screenshots iPhone | iPad

Camier ¥ Camier ¥ 646 AN Camier ¥
< Hon General Edit o

Databases
Home. kdb

Last Modded 6/3/15,. 6.45 AN

School.kdb
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MiniKeePass

MiniKeePass

minikeepass@gmail.com

minikeepass. github.com




» MENTIONED APPS ARE FREE
» THERE ARE PAID ONES AVAILABLE IF YOU WANT MORE FEATURES
» CONSULT HTTP.//KEEPASS.INFO/ FOR TRUSTWORTHY APPS

KEEPASS APPS



http://keepass.info/




